T he World Wide Web is no longer simply a better way to maintain and distribute information. It has become a conduit for the huge quantities of information exchanged on a daily basis. The number of businesses whose livelihood depends on the Internet has increased dramatically. As the usage increases, people have developed concerns about security. This column will explore some of the security issues related to Internet use and ways occupational and environmental health nurses can protect themselves in the workplace and at home. Future columns will explore ways to protect confidentiality within the organization and concerns related to viruses.
The openness of the World Wide Web provides an opportunity for consumers. Yet, this very openness creates an atmosphere in which others could see transactions. Because information is sent through a series of routers and computers, there is fear that others will be able to intercept this information along the path. However, people who fear someone will intercept their credit card number on the Internet are all too willing to hand those same cards to the wait staff in a restaurant. Nothing prevents this waiter from copying and using the number. When ordering items from a catalog over the phone, there is no guarantee about the security of the phone line or the cordless phone. We have all read stories of credit card receipts being stolen from the trash or card numbers being interpreted as someone watched them entered into a pay phone at the airport. Yet many people continue to use these methods. The truth is, we have been dealing with these types of security issues for years. Security over the Internet can be viewed as a similar threat and consumers should be safe as long as precautions are taken.
A number of areas within the Internet create security risks. Areas of risk are based on a variety of issues depending on where one accesses the Internet, how it is accessed, and with whom one communicates. Despite what many people believe, the risk is probably not as great as commonly believed. This risk can be substantially lower if basic precautions are taken.
SECURITY ISSUES
The Internet is nothing more than the vast connection of many networks. How one links to that connection will vary depending on whether it is part of a network at work or attached with a modem to connect to an Internet Service Provider (ISP) network. Security issues exist at the individual's computer, or the compa-ny's network, over the multitude of servers and connections constituting the Web, and at the end computer where one finally connects to the Web site.
Passwords
A number of security issues exist at the user end of the computer. One of the most common security risks lies in the use (or lack) of passwords. Most basic security systems begin with the proper use of passwords which prevent access to another's computer, account, or system without authorization. Many persons have passwords but fail to realize the importance of using them properly. Persons use their name, birth date, family member names, social security numbers, or other common elements that would allow easy breech of even the most rigid security system (Brancheau, 1997) .
To be effective, passwords need to be at least eight characters in length and a combination of both numbers and letters. This decreases the chance of someone breaking the system using a computer spell checker (which can work quickly). Of course, more complicated passwords become easy for the user to forget. This may prompt the user to write passwords down in an obvious place, such as a sticky note stuck to the monitor. If passwords must be written down to be remembered, they need to be locked. Using the first letters of a phrase that only that person alone remembers can make a good password. For instance, "Karen ran 12 miles every Saturday for~y'ears" would create the password Krl2meSf4y. This would be easy for the creator to remember but difficult for someone else to break. It is also a good idea to change a password on a regular basis.
Access Security
Access security refers to the level of security needed to keep outside persons from getting into the system and addresses security on the user side of the Internet (Internet Security, 1998) . For persons who have Internet access through a network or LAN at work, the organization should have security systems limiting how much access the outside world has to the network. Access security is usually handled through a proxy server or a firewall, special software the company has installed to keep intruders out. The information technology department should be able to provide information about the company's security.
If one has a dialup account at home connecting them to an ISP through a telephone modem, they are connecting to another server. The service provider's security and specific security issues depends on the provider. One can usually find out about security through the help menu or by calling the provider. The mission of the ISP is to encourage people to enter, so it is not expected they would incorporate software designs to keep people out.
The risk of someone entering an individual's computer through a service provider is small for a number of reasons. First, information is only sent when the "send" button is pressed or if there is a virus on the computer that tells the computer to send something. Putting this type of virus on an individual's computer for reasons other than mere malice or for the purpose of stealing information is unlikely, but not impossible. This requires a certain degree of sophisti-MARCH 1999, VOL. 47, NO.3
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An additional risk lies in the fact that while the transmission is secured,
there is no guarantee that the person who sends the information and the person receiving it are who they say they are. cation and suggests that an individual's computer has something worth stealing. One could compare this to the probability of a sophisticated burglar using high tech equipment to break into a house for the purpose of stealing an inexpensive television. A greater threat comes from the "vandalism" which occurs from common, destructive viruses. With the use of currently updated virus software, this threat can be minimized.
Secondly, the computer attached to the Internet through a modem is only available as long as the phone line is open. Once the phone line is disconnected, no one is able to access that computer. Level of security should correlate with the importance of the information stored on that computer. Greatest risks are posed in relation to the information given out during an on line session or while making a transaction.
Transaction Security
Transaction security is a concern for many users. This refers to whether the information is sent and can be picked up by persons other than those to whom it is being sent. The sent information is not going through a direct connection to the Website's computer at the other end, but instead travels any number of paths going through various routers and computers along the way (thus the term World Wide Web). Many of the present Web browsers (programs such as Netscape and Internet Explorer) provide a system that enables information to be sent to another computer in a secure manner.
Encryption
Most browser programs use some type of encryption. Encryption is the conversion of information into a digital message that is rearranged using a mathematical formula into unintelligible information. This encrypted information is then transmitted and arranged back into the original message after it is received by using the same mathematical formula. If the information was intercepted, it would appear meaningless. Various forms of encryption can be used in a variety of ways to ensure that the information being sent is secured (Brancheau, 1997) .
On a Web browser, there are ways to see whether or not a system is secure. If connected to a site using a secure transmission and using Internet Explorer, a small picture of a closed lock will appear at the bottom of the screen. On Netscape, there is always a picture of a little lock in the bottom which means if open, the line is not secure. If the lock is closed, it is secured. On either browser, the URL (or web site address that appears on the screen) begins with https:/! if it is secure, instead of http:// if it is not.
For safety, confidential information or credit card numbers should be given only over a secure connection. An additional risk lies in the fact that while the transmission is secured, there is no guarantee that the person who sends the information and the person receiving it are who they say they are. This is of particular concern to the major credit card companies who want people's business and want them to feel comfortable giving it to them.
Authenticity
Concern about authenticity (the user and receiver being who they say they are) has prompted newer, more sophisticated methods of security development. At present, the major credit card companies have begun using systems that guarantee authenticity. The system is an electronic equivalent of seeing the credit card decal at the register and the store clerk examining the user's driver's license and signature on the back of the card. At present, if using a secured line with a reputable company, the risk is probably less or certainly no more than giving a credit card to wait staff in a restaurant.
Cookies
Another area of concern for many individuals is the use of cookies. Cookies are bits of information that a Web server puts on the computer for it to remember the consumers. The Internet system is setup to prevent Web servers from retaining information about each connection. Thus, each time someone connects to a website, the computer thinks it is for the first time. By creating bits of information about the consumer and putting it on their 134 INFORMATICS computers, the vendor can pull up information that can be reused. Using an online service that creates a "shopping cart," allows "adding to the cart." The site stores this information using cookies. This enables the consumer to purchase a "cart full" of items rather than have to purchase one at a time. A great deal of debate exists about the use of cookies and invasion of privacy.
This situation is similar to the major grocery stores using customer cards with bar codes hung on keychains. Each time these cards are used the store finds out about consumer buying habits. Some people have discomfort about this and believe this is one more way for companies and organizations to gather personal information. Of course, the purpose of these systems is to allow stores to keep track of statistical information and target direct marketing. Some concerns exist that cookies and the information they provide can be sold to others for marketing purposes.
People need to realize that cookies are placed on the computer as they visit various web sites. Most of the cookies companies put on a computer are placed in a file which may be named cookie.txt. The consumer can look at this file and see which companies have placed cookies on that computer. This can be surprising. The consumer can delete the cookies and choose some options for the placement of cookies. Through the menu where one chooses preferences, one can either have the computer refuse cookies or warn the individual each time a cookie is about to be placed.
COMMERCE ON THE INTERNET
The ability to make purchases over the Internet has created a new type of commerce. Many companies have rushed to develop secure purchasing transactions on line. However, they have yet to convince the consumer. Transactional security has become a major obstacle for many individuals. While the concept of the Internet and the World Wide Web has become familiar, the openness of the system also makes consumers weary of security. People often doubt the information they send is secure. While there is risk involved with computer and Internet transactions, there are systems in place that can make these transactions safe. Many of the security breeches that occur are the result of consumer carelessness. By taking time to understand these risks and to incorporate security measures against them, occupational and environmental health nurses can minimize risk.
